
Content monitoring is an important component as it offers complete customisation
of the type of content allowed / not allowed to email recipients.

The content monitoring facilities are capable of allowing you exceptional control over all incoming and
outgoing messages. The service allows you to control where the messages are sent to or how they should
be filtered depending on criteria you specify. This allows messages from certain clients to be automatically
forwarded to the relevant departments or potentially harmful messages filtered out before they reach the
desks of your user's. This will allow you to run a more efficient and profitable organisation as your users
will not have to waste their time sorting through unnessesary email each day.

process

The content monitoring works by setting up a number of rules which are then applied to emails before they
pass into the main section of the scanning process. For example if you had a person who you trusted and
you did not want to send any of their email through the filters through fear of it getting incorrectly identified,
you can set up a rule that allows emails from that specific address to bypass the filters.

Rules can be setup to check a variety of different aspects of a message as listed in 'features' or
any combination.

A number of different events can occur once a message has been positively identified by a rule. The message
can be forced through the filter even if it would normally be identified as spam or a virus, it can be deleted
or quarantined, or alerts can be sent to a number of different recipients.

You are able to set up any number of rules and all incoming mail will be tested against each of these rules
one at a time. If an email triggers a rule it will not be tested against any of the remaining rules in the list.

For example if you wish to block all messages from hotmail except from dave@hotmail.com you would need
to setup two rules. The first rule would say:
If email is from dave@hotmail.com allow email through.
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The second rule would ban any addresses from hotmail and would look like this:
If email is from *@hotmail.com delete email silently.

You will need to order rules in the order you want messages to be checked. In this case you will want the
rule allowing Dave to pass through above the rule blocking all hotmail addresses. If you were to have the
rule blocking all mail addresses at hotmail first then any messages for Dave would get blocked as it has
not been allowed through by the first rule.

You can also apply multiple conditions to a single rule, for example if you wish to only allow dave@hotmail.com
to send you emails that have zip files attached you would create a rule that says:
If email is from dave@hotmail.com and has attachment(s) *.zip allow email through.

This rule would only allow messages that Dave sends with zip files attached through. If Dave were to send
a message that just contained plain text it would not meet the criteria of the rule and would then be check
by any remaining rules. This system allows you to set up some very complex rules and control your email
follow exactly depending on your needs.
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features
Detailed monitoring based on: sender, recipient, email headers, time of day, subject text, body text, attachment
type(s), email size.

SERVICE FEATURES:

Easy set up

Powerful yet simple interface

Global or individual 'rules'

benefits

EMAIL SYSTEMS BENEFITS:

Ensures only appropriate emails delievered

Instant reaction to organisation threats

Manages acceptable use policies (AUP)


